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ABSTRACT

Generally the physical layer of a communication system
does not possess built-in security features except the spread
spectrum systems. However, the physical layer built-in in-
formation privacy of the conventional CDMA system, pro-
vided by pseudo-random scrambling, is far from adequate
and can be improved by applying cryptographic techniques
in the scrambling process. Motivated by the fact that after
scrambling, chips spread from one symbol still cluster
together and could be fragile to strong burst errors and
fading effects, in this paper, a chip-level secure interleaving
procedure is proposed to improve the system performance
while enhancing the security measure. More specifically,
the AES algorithm is combined with block interleaving. It
should be noted that interleaving is in fact a special case
of scrambling. Security analysis is provided to demonstrate
the effectiveness of the proposed secure interleaving scheme
under exhaustive search attack. Simulation examples are
presented to illustrate the robustness of chip-level inter-
leaving over channels with severe fading or strong burst
errors.

I. INTRODUCTION

With the rapid development of wireless techniques, peo-
ple are relying more and more on wireless communication
networks for critical information transmission, and wireless
security has become an urgent issue and a bottleneck for
new wireless communication services such as wireless mo-
bile Internet and e-commerce [1]. The security techniques
that are based on the possession of wireless receivers
are out-of-date and have to be improved by applying
modem cryptographic technologies, such as pseudo-random
sequences design, data encryption and access control.
Due to its high spectral efficiency and simple system

planning [2], [3], code division multiple access (CDMA)
has become one of the most attractive modulation tech-
niques for the next generation wireless network.

In the operational direct sequence CDMA (DS-CDMA)
systems, each user's signal is first spread using a spreading
code (also known as channelization code) spanning over
just one symbol or multiple symbols. The spread signal is
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then further scrambled using a pseudo-random sequence, to
randomize the interference and meanwhile make it difficult
to intercept and detect the transmitted signal. CDMA signals
can easily be hidden within the noise floor, and it is
impossible to recover the desired user's signal without
knowing both the user's spreading code and scrambling
sequence. This is known as the built-in security feature of
CDMA systems.

In [4] and [5], the physical layer security weakness of the
operational IS-95 CDMA airlink interface [6] was analyzed.
It was pointed out that as long as up to 42 successive long
code sequence bits were intercepted, the whole long code
sequence could be regenerated according to the Berlekamp-
Massey algorithm [7]. Once the long code sequence was
recovered, the desired user's signal could be recovered
through various signal separation and extraction algorithms,
such as [8]-[10].
An approach, called "secure scrambling", was pro-

posed to enhance the physical layer built-in security of
CDMA systems [4]. Performance analysis demonstrated
that while providing significantly improved information
privacy, CDMA system with secure scrambling had com-
parable computational complexity and system performance
with that of the IS-95 system.

Note that after spreading and scrambling, chips spread
from one symbol still cluster together, and could be fragile
to severe fading effects or burst errors, in which the whole
symbol may be lost. Interleaving is a widely used technique
to randomize burst errors, and it is actually a special case
of scrambling. In this paper we investigate the relationship
between interleaving and scrambling, and consider using
chip-level interleaving to replace scrambling. The purpose
is to improve the system performance in environment with
deep fading or strong burst errors while achieving the same
security level as secure scrambling.
The rest of the paper is organized as follows. In Section

II, the properties of interleaving are investigated and a
CDMA system model with chip-level interleaving is de-
scribed. In Section III, the security enhancement approach
based on the AES algorithm [11] is proposed and security
analysis of the proposed scheme is presented. Simulation
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results are shown in Section IV and we conclude in Section
V.

II. SYSTEM DESCRIPTION

A. Relationship between Scrambling and Interleaving

Interleaving is commonly used to obtain time diversity
without adding any overhead. An interleaver wF is a per-
mutation i wF (i) that changes the time order of a data
sequence of input symbols.
From a mathematical point of view, the process of

chip-level interleaving in a CDMA system using BPSK
modulation can be represented by:

(1)
where Sk is the chip sequence of user k before interleaving,
Sk denotes the interleaved chip sequence of user k and "."
represents element-wise production. Ck is a binary (1 1)
vector which can be taken as a special scrambling sequence.
That is, interleaving is a special case of scrambling. How-
ever, scrambling is not necessarily a case of interleaving.
Because scrambled chip sequence may not be repermuted
to the original chip sequence by simply arranging the time
order of the scrambled sequence in all possible ways.

If the interleaver is deep enough, the resulting Ck will
be a random sequence, which can scramble the spread
data sequence so that the interference caused by multiple
access can be effectively suppressed. That is, the major
functionality of scrambling sequence can be maintained by
a random interleaver.
The function of interleaver is to randomize the successive

information so that when there is a deep fade or burst noise,
these successive data is not corrupted at the same time.
Since the permuted chip sequence results in the corrupted
chips being uniformly distributed over several original bits,
each bit only suffers a small portion of loss and can still
be correctly recovered. Therefore, chip-level interleaver can
effectively combat deep channel fading with relatively long
duration, such as more than half the symbol period, for
which the scrambling process will most likely result in an
error.

B. System Model

As is well known, the spreading codes of the operational
IS-95 system are chosen to be Walsh codes, which are
easy to generate, so the physical layer built-in security of
CDMA systems mainly relies on the long pseudo-random
scrambling sequence, but the built-in information privacy
provided by scrambling sequence is far from adequate [4],
[5].

Since interleaving can randomize the spread data se-
quence so as to suppress the interference like scrambling,
we propose to use chip-level interleaving as a substitution of
scrambling. Consider a DS-CDMA system with K users, as
shown in Figure 1. Assuming the processing gain is N, that
is, there are N chips per symbol. Let uk(i) (k = 1, , K)
denote user k's ith symbol. Without loss of generality, let

Ck = [ck(O) Ck(1) ... Ck(N- 1)] (2)

denote user k's spreading code. The spread chip rate signal
can be expressed as

00

Trk (n) = , Uk (i)Ck (n- iN).
0=-00

The successive interleaving process is achieved by

Sk((n) = k(rk(n)),

(3)

(4)
where 7k represents a one-to-one mapping from rk (n) to

Sk(nf).
Let {gk (1)}Lk 1 denote the kth user's (chip-rate) channel

impulse response from the transmitter to the receiver, the
received chip-rate signal can be expressed as

K L-1

y(n)= ZZ gk(l)sk(n - ) + w(n).
k=1 1=0

(5)

where w (n) are samples of zero-mean complex Gaussian
random process independent of the information sequences.
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Figure 1. A DS-CDMA system with chip-level interleaving

At the receiver end, desired user's signals are extracted
through a two-stage procedure. First, "separated training"
(meaning the training sequence is chosen to be a Gold
sequence and is not scrambled) based channel estimation [4]
is performed through correlation method and MMSE equal-
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izer is applied to compensate the disturbance induced by
multipath propagation. Then, chip-level deinterleaving and
despreading are sequentially carried out to recover the
symbol-level signals.

Without knowledge of spreading code or inter-
leaver/deinterleaver, it's impossible to recover the desired
user's signal. The physical layer built-in security of pro-
posed scheme now relies on the security of the inter-
leaver/deinterleaver. We propose to generate the secure
interleaver using the Advanced Encryption Standard (AES)
algorithm in order to prevent exhaustive key search attack.
The proposed secure interleaver aims to provide strong
security and significantly improve the system performance
in severe channel fading or burst errors.

III. SECURITY ENHANCEMENT THROUGH SECURE
BLOCK INTERLEAVING

A. Secure Block Interleaving
The proposed secure block interleaving is easy to imple-

ment and can be summarized as the following three steps:
i) Perform conventional block interleaving of the chip-

level sequence at size M x N, where M, N are
exponentials of 2, and MN > L, where L is the
length of the chip sequence. If L is not an integer,
fill up the rest of the block interleaver with 0's.

ii) Calculate the row index vector, denoted by wr, using
AES algorithm for each individual row m, (mi
1, 2, ,M). Similarly, calculate the column index
vector, denoted by wF', using AES algorithm for each
individual column n, (n = 1, 2, , N).

iii) Perform row permutation wr for each row m fol-
lowed by column permutation wFc for each column n,
then read out the contents of interleaver in column-
wise.

For clarity, we take a 128 x 128 block interleaver as
example, to illustrate the generation of a row index vector
IF . Each column index vector wFc can be generated in the
same manner.

1) Specify an arbitrary 128-bit plaintext and a 128-bit
key. Encrypt the plaintext with the key using the AES
algorithm, and the ciphertext is also 128 bits, denoted
by {pco, pCI, ...* PC127}-

2) Because the row index is from 1 to 128, each
position can be represented by log2(128) = 7
bits. Form a lx134 vector by cyclic padding,
[pCO pCI ... pCI27 pcO PCI ... pC5]. Then divide
it into 128 7-bit groups:

[pCO pCI ... pC6], [pCI PC2 ... pC7]
... , [PCI27 PCO ... pC5] (6)

3) For i 1, 2, ,128, P(i) denotes the deci-
mal number corresponding to the ith 7-bit vector,
[PC(i-1) PC(i mod 128) ... PC(i+5 mod 128)], i.e.

P(i) = pci-1 26 + PC(i mod 128) * 2

+ PC(i+l mod 128) * 2 + PC(i+2 mod 128) *2
+ PC(i+3 mod 128) 22 + PC(i+4 mod 128) 21

+ PC(i+5 mod 128) 20 + 1 (7)

Define P = [P(1) P(2) ... P(128)]. P does not
necessarily contain all the numbers from 1 to 128 as
there may be repeated numbers. The following oper-
ations are taken to replace all the repeated numbers
with missing numbers:

a) Stack all the missing numbers in P from
[1,2,3, ,128] into a vector A,
A = [A(1) A(2) ... A(M)].

b) Find the index of each repeated number in P
and stack them to formulate a vector B, B =

[B(1) B(2) B(M)]. Clearly the length of
A is equal to that of B.

c) Let P(B(i)) = A(i), i.e., substitute A(i) for the
B(i)'s entry in P.

The resulting vector contains all the numbers from
1 to 128, and each number occurs only once. This
vector is exactly a row permutation, called "row
interleaver".

Similarly, we can obtain the rest 127 row interleavers and
all the column interleavers.
At the receiver end, "secure block deinterleaving" is

performed by anti-permuting. So both the transmitter and
receiver should know the shared key and original plaintexts
to generate the correct row index vectors and column index
vectors.

B. Security Analysis of the Proposed Approach
In this subsection, we evaluate the security of the pro-

posed secure block interleaving, which is essentially en-
sured by the AES algorithm. Here we compare the number
of possible keys of AES and that of IS-95 scrambling
sequence. Security measurement through the number of
all possible keys is based on the assumption that the
attacker has no easy access to the secret encryption key,
therefore, the attacker has to perform an exhaustive key
search in order to break the system. As is well known, the
security of AES is based on the infeasible complexity in
recovering the encryption key. Currently, no weakness has
been detected for AES, thus, exhaustive key search is still
being recognized as the most effective method in recovering
the encryption key.
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In Table I we list the number of possible keys of IS-
95 and system with secure block interleaving. IS-95 only
has 42-bit shared secret, that is, the initial states of linear
feedback shift register (LFSR). The approximate number of
keys is about 4.40 x 1012. On the other hand, even if we
choose 128-bit AES algorithm in secure block interleaving,
the number of AES keys are on the order of 1026 times more
than that of IS-95. Assuming that one could try 255 keys
per second (a very ambitious assumption and far from what
we can do today), then it would take approximately 149
thousand-billion years to crack a 128-bit AES key, while it
only takes 1 x 10-4 second to break the IS-95 long code
generator.

TABLE I

SECURITY COMPARISON BETWEEN IS-95 AND PROPOSED SCHEME

IS-95 42-bit LFSR 4.4 x 1012 possible keys
Secure 128-bit AES 3.4 x 1038 possible keys
Block 192-bit AES 6.2 x 1057 possible keys

Interleaving 256-bit AES 1.1 x 107 possible keys

[0,N -1]. That is, the maximum multipath delay L is
allowed to be up to one symbol period, a reasonable as-
sumption for wideband CDMA systems. Multipath channels
and information sequences are generated randomly in each
Monte carlo run. And the result is averaged over 100 runs.
Without loss of generality, User 1 is chosen to be the desired
user. SNR is defined as the chip SNR with respect to User
1.

10
Conventional Scrambling
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Pseudo-Random Interleaving
Secure Block Interleaving

10

10-3
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As shown in [4], for the IS-95 system, the entire scram-

bling sequence can be regenerated as long as 42 successive
bits of the scrambling sequence are intercepted. For secure

block interleaving, even if one row or column interleaver is
intercepted, the attacker still needs to recover the secret key
K in order to regenerate the entire secure block interleaver.
Infeasible complexity in recovering the key ensures that
the proposed scheme can significantly improve the physical
layer built-in security of CDMA systems.

IV. SIMULATIONS

In this section, simulation examples are provided to
demonstrate that while providing strong physical layer built-
in security, secure block interleaving can improve system
performance in environment with deep fading or strong
burst errors and has comparable computational complexity
with that of the conventional scrambling and secure scram-

bling.

A. System Performance

We consider a CDMA system with eight users. The
spreading codes are Walsh codes and the processing gain
is N = 16. The training sequence is chosen to be a Gold
sequence of length 63, and no scrambling or interleaving
process is applied to the training part. The block size of the
information symbols for each user is 1024. Assume QPSK
signals are transmitted over four-ray multipath channels for
each user, with the first path being the dominant path. The
multipath delays are uniformly distributed over the interval

Figure 2.
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Figure 3. BER versus system load, processing gain = 16, SNR = 20dB

Figure 2 and Figure 3 show the comparison of sys-

tem performance over channels with severe fading for
four scenarios: conventional scrambling, secure scrambling,
pseudo-random interleaving and secure block interleaving.
Assume that channel impulse response remains invariant
over 1/4 block size and 1/4 block size of the chip sequence

undergoes a deep fade through the channel. Pilot symbols
are inserted for every 1/4 block to obtain accurate channel
information. As it can be seen, the proposed system using
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secure block interleaving has a significant improvement of
performance over channels with severe fades.

Figure 4 and Figure 5 correspond to the comparison of
four scenarios when the channel has strong burst noise. 32
noise bursts, each of which lasts one symbol period and has
the same power level as that of the desired user's signal,
are randomly generated and added to the randomly selected
symbols. The simulation results confirm the advantages of
interleaver.

o n n r ln

e-Secr BlokIntrlavn

10

Figure 4. BER versus SNR, p
8

TABLE II
COMPLEXITY COMPARISON OF THREE GENERATION METHODS

Time
Generation method (seconds)

Conventional scrambling in IS-95 (128 bits) 0.0226
Secure scrambling (128 bits) 0.0536
Secure interleaving (a 1x128 index vector) 0.0597

is about twice as many as that of secure scrambling.
Thus, the computational complexity of secure interleaving
is comparable with that of the other two methods.

..........................................V SIO

In this paper, to improve the CDMA built-in security
measure and system performance over channels with severe

.................................fading or burst errors, a chip-level secure interleaving
........................................process is proposed as a substitution of the conventional
........................................scrambling process as in IS-95. It continues our previous

........................................work in [4], in which a secure scrambling process was pre-
sented. Compared with [4], while providing strong physical

L15 20 25layer built-in security ensured by AES, as chips spread from
each symbol are further randomized, the secure interleaving

)rocessing gain =16, number of users -process delivers much better system performance in chan-
nels with severe fading or burst errors.
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B. Computational Complexity
In this subsection, we compare the computational com-

plexity of the proposed secure block interleaving, conven-

tional scrambling and secure scrambling.
Using a Dell computer with 1024M RAM and 2.8GHz

CPU speed, the result is provided in Table 1. In comparison
with secure scrambling of the same size [4], the time
of ABS encryption required in secure block interleaving
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